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Abstract—An efficient digital watermarking scheme to
transmit the medical image which embeds an encrypted data is
proposed in this paper. We substitute the non-significant LSB
bitplane of the image with encrypted data composed of the
patient data and a digest. The latter is composed of two
numbers representing the sum of detected image edge pixels
without LSB bitplane, using Canny and Laplacien of Gaussian
(LoG) operators respectively.

On the receiving side, after decrypting data contained in the
LSB bitplane, a comparison of the digest number saved on the
watermarked image and the digest computed on the received
image without LSB bitplane. The equality of the two digests,
saved in the LSB bitplane and computed on the received image,
proves the integrity and the authenticity of the medical image.
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I. INTRODUCTION

For the purpose of diagnosis, medical images must be
utilized in association with ancillary data, such as
demographic information (patient identity, age, gender, etc.),
data acquisition parameters, and comments and notes from
medical personnel.

Solomon [1] provided standard of image, called DICOM,
which can integrate patient information onto the image data
header section.

On the other hand, the advances in communication
technologies provide a new ways to store and distribute
medical data in a digital format. But these advances have
introduced new risks for inappropriate use of medical
information circulating in open networks, and then use of
DICOM standard presents a high risk of tampered with,
because the information can be easily obtained from the
image file.

Classical encryption technology is an important tool that can
be used to protect data transmitted over computer networks
but it does not solve all digital data protection problems.
Nowadays, digital watermarking appears as an efficient
mean of authentication and copyright protection [2] [3] [4].
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Robust watermarks are designed to be hard to remove and to
resist common image-manipulation procedures. They are
useful for copyright and ownership assertion purposes.
Unlike robust watermark, fragile watermarks are designed to
be casily destroyed if the watermarked image is manipulated
in the slightest manner. This property is ideal for image
authentication applications (in our case medial images),
where the objective is to determine if the watermarked
image has been tampered with or modified.

Early fragile watermarking systems embedded checksums
[5] or pseudo-random sequences [6], [7] in LSB bitplane of
an image. Zhao et al.[8] presented a method to integrate and
encrypt medical data using a bipolar multiple-number based
algorithm for transmission of electronic medical records
between hospitals. Rajendra et al.[9] combined medical
images with encrypted patient data by interleaving different
sources of information. These methods have been successful
in specific applications. However, they integrate data using a
packaging process without exploring the fundamental
properties of the image features.

To solve this problem, we present a new approach to
ensure the authenticity and the integrity of data, by
integrating a digest, computed from image features. The
digest is composed of the edges sums, extracted from the
image without LSB bitplane using Canny [10] and Laplacian
of Gaussian (LoG) [11] detectors respectively. In fact, the
LSB bitplane is substituted by encrypted data composed by
patient information and the digest.

II. WATERMARKING TECHNIQUES FOR MEDICAL IMAGES

Medical imagery is a field where the protection of the
integrity and confidentiality of content is a critical issue due
to the special characteristics derived from strict ethics,
legislative and diagnostic implications. It is very important
to prevent unauthorized manipulation and misappropriation
of such digitized images. The risks are increased when
dealing with an open environment like the internet. Medical
images should be kept intact in any circumstance and before
any operation they must be checked for:

- Integrity: the image has not been modified by non
authorized people.

- Authentication: the image belongs indeed to the correct
patient.

Before applying watermarking techniques developed for
multimedia applications to medical imagery applications, it
is important that the requirements imposed by medical



images are carefully analyzed to investigate whether they are
compatible with existing watermarking techniques.

Different watermarking schemes have been proposed to
address the problems of medical confidentiality protection
and both origin and data authentication [12].

III. AUTHENTICATION SYSTEM FOR MEDICAL
WATERMARKED CONTENT BASED IMAGE

The ill posed problem is the authentication and the
integrity of both image data and its associated patient data.
Fragile watermark are designed to be easily destroyed if the
watermarked image is manipulated in the slightest manner.
This method is ideal for image authentication, where the
objective is to determine if the watermarked image has been
tampered with or modified.

LSB technique is fragile and well known method for
embedding data with a high embedding capacity. The least
significant bits (LSB bitplane) of each pixel of the image are
generally considered as noise caused by the imaging device.
So, these bits can be used for embedding secret message and
patient information without disturbing greatly the
appearance of the image.

To ensure confidentiality of data embedded, we encrypt it
using highly secured algorithm called as Advanced
Encryption Standard (AES) [13]. On the other hand, in order
to detect any malicious attacks that can be happened we use
edge map, the logic is that local features such as contours,
edges, or zero-crossings are unique to each image, and
therefore, can act as a signature of the image. Attacks or
manipulations, such as removal of sensitive parts or addition
of foreign objects or features, result in significant changes to
the edge map because objects are supposed to be different
from its background or neighbouring objects in terms of
gray level or texture property. Therefore, it is useful to
compute the digest according to image edge map. The digest
is given by the sum edge map pixels of original image. To
obtain map edge we use Canny and LoG Detectors witch
uses second derivative operator instead of first derivative
operator, this characteristic makes the operator sensitive to
any small variation, and then it is useful to detect any
eventual malicious attack.

1V. TECHNICAL DESCRIPTION

A. Emission side

The first step of this technique is to extract an edge map
from the original image without LSB bitplane and we
compute the digest from the image. The digest is composed
by two numbers representing the sum map edge pixel
obtained by Canny and LoG operators respectively. Step
two, we substitute the LSBs bitplane of the image with
encrypted data composed by patient’s information and the
digest using AES encryption algorithm and we submit the
watermarked image on Internet network.

B. Reception side

In reception side we decrypt data stored in the LSB’s
bitplane of the image and we compute the digest from the
image without LSB bitplane using Canny and LoG operators
respectively under the same conditions. We compared the
digest to the one obtained from decrypted data. If the image
will be not tampered, the digest will be not modified and the
integrity and authenticity of the image during the
transmission will be preserved. The Figure 1 describes
clearly the procedure.

V. EXPERIMENTATIONS

We wuse breast images, taken from mammography
database [14], to test the watermarking procedure. In the
emission side, the mammography image (fig. 2a) was
watermarked using the method described. The digest,
representing the sum of edge map pixel obtained by Canny
and LoG operators respectively, is made up by the sum of
two values 4677 and 7283. The LSB’s bitplane of the image
is substituted by encrypted data composed by patient’s
information and the digest (fig. 2b). In the received side,
when the image is not tampered (fig. 2¢), the computation of
the digest from the obtained image ensures that it is not
attacked during the transmission. In contrary, when the
image is tampered by a stain in the breast teat (fig. 2d), the
digest is different from the one saved in the encrypted data
on the LSB’s bitplane (4109 and 6562). This gives
indication that the image was tampered during the
transmission.

The proposed method is a good tool to demonstrate any
modification of the transmitted images. Any attack destroys
the whole data or at least modify the original values of
Canny and LoG sums, as illustrated by Table 1. It appears
from obtained data that any modification of the images
resulted in different values of Canny and LoG.

VI. CONCLUSION

We proposed a fragile and efficient digital watermarking
scheme to transmit the medical image which embeds an
encrypted data. LSBs bitplane is substituted by encrypted
data composed of the patient data and a digest which is
composed by two numbers representing the sums of detected
edge of the image without LSB bitplane, using Canny and
Laplacian of Gaussian (LoG) operators respectively.

The proposed method ensures the authenticity, integrity of
the image, and the confidentiality of the patient’s data.
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Table 1 — Examples of images with the values of LoG and Canny sums
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